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JlomoJIHNTEIbHAS PO eCCHOHANBHAS MPOrPaMMa
MOBbINICHNA KBATH(PUKAINH
M10970B: CereBnie cepBuchl B Windows Server

ropog Mockgsa



[IporpamMma pa3paboTaHa B COOTBETCTBHHM C IMpHKa3oM MHHHCTEpCTBa 00pa3oBaHUs U
Hayku Poccuiickoit @enepanun ot 1 wmrons 2013 r. N 499 "O6 yrtBepxknenun Ilopsinka
OpraHM3allil ¥ OCYIIECTBICHHUS OO0pa30BAaTEIbHOW MEATENBHOCTH IO JOMOJHUTEIbHBIM
npodeccrOHaIBHBIM MporpamMmmam".

[ToBpimenne KBamupuKaUKd CIOylIaTeNled, OCYIIECTBIEMOE B COOTBETCTBUU C
POTrpaMMOii, MPOBOAUTCS C HUCIOJB30BAaHUEM MOAYJIBHOTO MPUHIMIIA MOCTPOSHHS Yy4eOHOTro
IUIaHA C MPUMEHEHHEM Pa3IMYHbIX 00pa30BaTEIbHbIX TEXHOJIOTUH, B TOM YHCIIE TUCTAaHIIMOHHBIX
00pa30BaTeNbHBIX TEXHOJIOTHH 1 3JIEKTPOHHOTO 0OYYEHHUS B COOTBETCTBUH C 3aKOHOIATEILCTBOM
00 00pa3oBaHUM.

JlononuutenbHas — mpodeccuoHadbHas ~ NporpaMMa  TMOBBINICHHWS — KBalM(uKauuy,
pazpabotaHa oOpa3oBaTeNbHON oOpraHu3alieil B COOTBETCTBHM C 3aKOHOAATEIHCTBOM
Poccuiickoit @enepannu, BKIIIOYaEeT BCE MOAYJIH, YKa3aHHbIE B yYeOHOM IUIaHE.

Copep:kaHue OLIEHOYHBIX M METOJUYECKHX MaTepHalIOB OIpeneiseTcss o0pa3oBaTenbHOM
OpraHu3aleil CaMOCTOATENBHO C Y4YeTOM IIOJOXKEHHUH 3aKOHOAATENbCTBA 00 0OpazoBaHHMU
Poccuiickoit deneparum.

CrpykTypa  JONMOJHHUTEIBHOH  MpO(GECCHOHANBHOW  MPOrpaMMbl  COOTBETCTBYET
TpeOoBanusiM llopsiaka opraHuM3anyMyd U OCYIIECTBICHHS] 0Opa30BaTENbHON NEATEIbHOCTH IO
JIOTIOJTHUTEIBHBIM MPO(EeCCHOHATBHBIM MPOTrPaMMaM, YTBEPKACHHOTO MpHKa3oM MUHOOpHAYKH
Poccum ot 1 mronsa 2013 r. N 499.

O0beM JONOJHUTENBHOM TNpOo(ecCHOHANBHOM MporpaMMbl BHE 3aBHCHUMOCTH  OT
PUMEHSEMbIX 00pa30BaTEeIbHBIX TEXHOJIOTHI, 1OKEH ObITh HEe MeHee 16 akaJleMUYeCcKUX 4acoB.
Cpoku ee 0OCBOCHUS ONPEEISAIOTCS 00pa30BaTeIbHON OpraHu3anueil CaMoCTOSTEIBHO.

dopMbl  00yueHUs ciymaTtenei (o4yHas, OYHO-3a04YHas, 3a04YHasl) OINPEICISIOTCS
00pa30BaTeNbHON OpraHU3aIe CaMOCTOATENBHO.

K ocBoeHMIO TOMOTHUTENBHBIX MPOGECCHOHATIBHBIX MPOTPaMM JIOITYCKAIOTCSL:

- U1, UMEIoIue cpeaHee npodeccuoHalbHOE U (MIIH) BhICIIEe 00pPa30BaHHUE;

- TUTIa, TTOJTyYaoIne CpeHee MpodecCuoHaIbHOE U (MJTH) BEICIIee 00pa3oBaHUE.

Jns ompeneneHus CTPYKTYpbl TOMOJHUTEIBHOW MPO(ECCHOHATBHOM MpPOrpaMMbl U
TPYJOEMKOCTH €€ OCBOEHMSI MOYKET IMPHUMEHSTHbCS CHUCTEMa 3a4eTHbIX enuHull. KosinuecTBo
3aUETHBIX EIWHUIl TO JOMOJHUTEIbHOW MpodecCHOHANbHOM MporpaMMe YCTaHABIUBAETCS
OpraHu3aIUEn.

OOpa3oBarenbHas JEATENBHOCTh CHyIIATENed MpeaycMaTpUBAET CIEAYIONIUE BHJIBI
yUeOHBIX 3aHATHH M Yy4YeOHBIX paloT: JEKIHH, NPAaKTUYECKHEe W CEMHHAPCKHE 3aHATHS,
nabopatopHble pabOThI, KPYTJble CTOJBbI, MAaCTepP-KIacchl, MACTEPCKHE, JI€JIOBBIE UTPHI, POJIEBBIC
UTPHl, TPEHUHTH, CEMHHApbl 1O OOMEHY OIBITOM, BBHIC3IHBIC 3aHATHS, KOHCYJbTAIHUH,
BBIMIOJTHEHUE AaTTECTAIIMOHHOW, IUINIOMHOW, MPOEKTHOW paboThl W Apyrue BHUIBI YYEOHBIX
3aHATUH U y4eOHBIX paboT, OTPE/IeTICHHBIC YUCOHBIM TUTAHOM.

Annotamusi. Windows Server 2012 - 3To HOBasi cepBepHasl OINEpAIlMOHHAS CHCTEMa
kommnanuu Microsoft. OHa conepKuT B cebe Bech HEOOXOANMBIN Ha0Op HOBEUIINX TEXHOJIOTUN
JUIS CO3JAaHMUs JIETKO MacmTaOupyemMou, mpoctoil u 3¢pdexTuBHOM cepBepHO mmatdopmbl. Ha
Kypce CIylaTelnd MOoJIy4aroT HeoOXOIUMble HAaBBIKU JUIS MPAKTUYECKOM peanu3alii CeTEeBbIX
cepBucoB B Windows Server 2012 u Windows Server 2012 R2. Kypc npennaznauen mis: 1T-
npogecCrOHAIO0B, UMEIOIUX ONBIT U 3HaHUs B 00beMe Kypca 10967A «OcHOBBI HHPPACTPYKTYPHI
Windows Server» u XelmaromuX B paMKaX OJHOTO Kypca TOJYYHTh 3HAaHHS M yMEHHUS B
aJIMUHUCTPUPOBaHUU ceTeBbIX cepBucoB B Windows Server 2012; agMHHHUCTpaTOpOB,
00CITY>KUBAIOLIUX CETU CPEAHMX U KPYIHBIX OpraHU3alUil U KENAIIUX MNOJYYUTh 3HAHUS 1O
aJIMUHUCTpUpOBaHHUIO ceTeBbIX cepBucoB B Windows Server 2012 u Windows Server 2012 R2.



1. Heas nporpammsI:
B PE3YIbTATC NPOXOKACHUSA O6yquHﬂ CJIyHmIaTeiib JOJIKCH an/I06pecn/1 BCEC HGO6XO,[[I/IMLIG 3HaHUA
Y HaBBIKY JIJIS1 IPAKTUIECKON peann3anun ceTeBbix cepBrucoB B Windows Server 2012 u Windows
Server 2012 R2

1.1. Ilnanupyemblii pe3yjbTaT O0yUeHHUs:

Jluna, ycmemHO  OCBOMBIIME  TPOTPaMMy, JIOJDKHBI — OBIAJETh  CICAYIOIIMMH
KOMIIETEHIASIMU

CoBeplIeHCTBYeMble KOMIIETEHIMU
Ne KoMmnerenims Hanpasnenne nmoarotoBku
®I'OC BO 10 HAITPABJIEHUIO
IOATOTOBKMH 09.03.02
«MHO®OPMAILIMOHHBIE CUCTEMBI 1
TEXHOJIOI'MN» (YPOBEHb
BAKAJIABPUATA)

Kox xomnerennuu

1 CHOCOOHOCTBIO YYaCTBOBAThH B pabOTax 1O TOBOJKE U T1K-15
OCBOCHHIO WH(OPMAIIMOHHBIX TEXHOJIOTHA B XOIE
BHEJPCHUS ¥ OKCIUTyaTallid WHGOPMAIIMOHHBIX
CHCTEM

2 | crocoOHOCTBIO K WHCTAJUISAIIH, OTIIaIKE T1K-28
MPOrPaMMHBIX W HACTPOHKE TEXHHUYECKUX CPEICTB
JUTS. BBOJIa WH(OPMAIIMOHHBIX CUCTEM B OTBITHYIO U
MTPOMBIIIUICHHYO 3KCILTYaTaIHI0

3 | cIOCOOHOCTRIO TOIACPKUBATE PabOTOCTIOCOOHOCTH I1K-30
MHPOPMAIIMOHHBIX ~ CUCTEM W  TEXHOJOTMUA B
3aJJaHHBIX (YHKIIMOHAIBHBIX XapaKTePUCTUKAX U
COOTBETCTBHH KPHUTEPHUSIM KaueCTBa

4 | crocoOHOCTEIO OO€ecIeunBaTh 0OE€30IACHOCTh U I1K-31
LEJIOCTHOCTh JIAaHHBIX WH(OPMAIIMOHHBIX CHCTEM U
TEXHOJIOTHI

5 | CIOCOOHOCTRIO  AMANTHPOBATh  TMPUIOKEHUS K IK-32
M3MEHSIONUMCS YCIOBUAM (hYHKITMOHUPOBAHMSI

6 | CIOCOOHOCTBIO BHIOMpAaTh M OIICGHUBATH CIIOCOO I1IK-37

peanu3aury HHGOPMAIMOHHBIX CHCTEM M YCTPONCTB
(mporpaMMHO-, aNmapaTHO- WM I[POrPaMMHO-
anmapaTHO-) JUI pelIeHHs TOCTAaBICHHOHN 3a1auu

CoBepIieHCTByeMble ~ KOMIETEHIMH B COOTBETCTBUHM € TPYAOBBIMH  (HUKLHMAMHU
npodeccruoHaIbHOTO CTaHmapTa «PYKOBOIWTEJIb ITPOEKTOB B OBJIACTU
MHOOPMALIMOHHBIX TEXHOJIOTUI», yTBepXIeHHOro NpHKa3oM MHUHTpyAa M CONMANBHOIL
3amuThl PO ot 18 HOs0ps 2014 1. N 893H

Ne Komnerenius Hanpasnenne noarotoBku

I[MTPO®ECCHUOHAJIbHBIN CTAHIAPT «PykoBoaurenb
IIPOEKTOB B 00,1aCTH UH()OPMAIIMOHHBIX TEXHOJIOTHID)
YTBepxkaeH npukazom Muntpyzaa Poccun ot 18.11.2014

N 893n» (3apeructpupoBano B Muntocte Poccun
09.12.2014 N 35117)




HaumenoBanue Buaa I1/1: MeHe1»KMEHT TPOEKTOB B
oOacti nHpopMarmoHHbIX TexHosorui (UT)

TpynoBbie hyHKINH (KOK)

YnpaBneHue nNpoeKTaMu B
obmactu T Ha ocHose
MOJYYCHHBIX TJIAHOB
HpOGKTOB B YCJ'IOBI/IHX,
KOTJIa MMPOEKT HE BBIXOIUT
3a Mpeaeiibl YTBEPKIACHHBIX
napameTpoB

A/01.6 Unentudukanus KoHGUTYpaIUH
uHpopmannonnoi cucremsl (C) B cOOTBETCTBUY C
HOJYYEHHBIM [JIaHOM

A/02.6 Benenne OTYETHOCTH MO CTATyCy KOH(UTYpaIUH
HC B cOOTBETCTBUM € NOTYUYEHHBIM [LIIAHOM

A/03.6 Ayautr xouburypamuii MUC B COOTBETCTBUH C
MOJTYYCHHBIM TTaHOM

A/13.6 C6op wHbpOpManMK Isi WHUIMALUA TIPOEKTa B
COOTBCTCTBHUU C HOJ'Iy‘-IeHHI:IM 3aJaHUEM

A/14.6 IlnanupoBaHHE TIPOEKTa B COOTBETCTBUU C
HOJYYEHHBIM 3aJJaHUEM

A/15.6 Opranmzaius HMCHOJHEHHUS pPabOT MpoOeKTa B
COOTBCTCTBUH C MOJYUCHHBIM IIJIAHOM

A/16.6 MOHUTOPHHT U yNpaBlIeHHEe padOTaMH MPOEKTa B
COOTBETCTBHUH C YCTaHOBJICHHBIMH PETJIAMEHTaMHU

A/17.6 OOmee ynpaBieHHE M3MEHCHHSIMH B MPOCKTax B
COOTBCTCTBUH C MTOJYUCHHBIM 3aIaHUCM

A/18.6 3aBeplicHWEe TPOCKTA B  COOTBETCTBUU C
IMOJIYYCHHBIM 3aJaHUCM

A/19.6  TloaroToBka K BbIOOpPY MOCTAaBIIUKOB B MPOCKTax B
o0xactu T B COOTBETCTBHHM C IOITYUCHHBIM 33/IaHUEM

A/20.6 Hcmonnenue 3akynok B UT-mpoekTax B COOTBETCTBUU
C INNOJIYYCHHBIM 3aJaHUCM

A/21.6  OGecrnieuenne kadecTBa B mpoekTax B obmactu UT B
COOTBETCTBHU C YCTAHOBJICHHBIMU PETJIAMEHTAMH

A/22.6 Opraam3arusi TPUEMO-CIATOYHBIX  HUCIIBITAaHUH
(Basinpanys) B MpOEKTaX MaJIOTo U CPETHETr0 YPOBHS CIIOKHOCTH
B obmactu UT B COOTBETCTBHM C yCTAaHOBJICHHBIMH
perJaMeHTaMu

A/23.6  Opranmzanys BBITIOJIHEHUS pabOT 1O BEIBICHUIO
Tpe60BaHHI7[ B COOTBCTCTBHU C ITOJIYUYCHHBIM IIJIAHOM

A/24.6 Opranu3anus BBIIOJHEHUS pabOT 1O  aHAIM3Y
TpeOOBaHMIA B COOTBETCTBHH C IOJTYYCHHBIM IIAHOM

A/25.6 CornacoBanue TpeOOBaHMII B COOTBETCTBUH C
HOJIY4YEHHBIMH IUIaHAMHU

A/26.6 Peanu3anust Mep 1o Hepa3riIalieHuo HHPOpMaLuy,
MOJTYYCHHOM OT 3aKa3yuKa

A/27.6 Wnentupukamuss 3anHTEPECOBAHHBIX CTOPOH
npoekTta B obnactu UT B COOTBETCTBUU C MOTY4YEHHBIM
3aJJaHHEeM

A/28.6 PacnpoctpaneHne HH(pOpManMM B TPOEKTaX B
obOmactu YT B coOTBETCTBHHM C MOTYYEHHBIM 3aJaHUEM




1.2.Ilnanupyemsle pe3yabTaTbl 00y4eHHSA

ITocae okonuanus o0yuenuns Ciaymaresb Oyaer 3HATH:

e Peanuzanus [Pv4 cepBucos.

e Peanuzanus paspemieHuss UMeH ¢ nomoribio DNS.
e Buenpenue IPv6

e Baenpenue u ynpasinenue [IPAM

e Peanuzanus ynaneHHOro JoCTyna

e Peanmzanusg ceTeBoil 0€30IIaCHOCTH

e Peanuzanus 3amuThl JOCTYMNA K CETU

e BHenpenue ceTeBbIX CEPBHUCOB IS (DMITHATIOB

e Peanuzanus cereBoil HHGPACTPYKTYPHI IS CIY»KO XpaHeHUs (ailiioB U
JTAHHBIX

e Brenpenue u ynpasieHue cetsmu B Hyper-V

e Bupryanusauus Baieii ceTeBoi HHPPACTPYKTYpPbI

ITocae okonuanus odyuennss Ciaymaresb OyeT yMeThb:

» [lmanmposath u peanmm3oBsiBaTh [Pv4. HactpauBate un o6cmyxuBate DHCP;

* BueapsaTs u obciyxuBath DNS;

= Bueapsats [Pv6;

* Bueapsats u ucnons3oBats IPAM (IP Address Management feature) B Windows Server
2012;

*  BHeapsaTh U yIpaBIsATh TEXHOJIOTUAMH YIAJICHHOTO TOCTYyIa TaKUMH Kak, DirectAccess,
VPNs ,Web Application Proxy;

» Peanu3oBaTh ceTeByI0 O€30MACHOCTH C MOMOIIBI0 OpanaMmayspa Windows ¢
pacuupeHHbIME HacTpoitkamu u [Psec B8 Windows Server 2012;

* Baenpsats u ynpaBnsate 3ammrtoi noctymna k ceti (Network Access Protection NAP);

* BHeapsaTh ceTeBbIe CEPBUCHI IS (PHIHATIOB;

*  BHeapsaTh ceTeByr0 HHOPACTPYKTYPY s (PailsIOBBIX CEPBUCOB;

» BoeapsaTe u ynpanars cetsimu B Hyper-V;

* BupryanusupoBaTh puznueckyio ceteByto uHppacTpykTypy B Windows Server 2012 u
Windows Server 2012 R2 ¢ momompio CereBoit Bupryanuzanuu B Hyper-V.

Karteropus caymaresneii: [T-npodeccronansl, UMerOIIre ONbIT 1 3HaHUS B 00beMe Kypca 10967A
«OcHoBbl nHppacTpykTypsl Windows Server» U KelamlluX B paMKaxX OJHOTO Kypca MOTy4UTh
3HaHUST W YMEHHUS B aJMUHHCTPHPOBAHWUHU CceTeBBIX cepBucoB B Windows Server 2012;
aJIMAHUCTPATOPBI, OOCTY)KHBAIOIIUE CETH CPEIHUX W KPYIHBIX OPTraHU3aAIMi M IKENAIOIIHe
MOJTyYNTh 3HAHHS TI0 aIMUHUCTPUPOBAHUIO ceTeBbIX cepBucoB B Windows Server 2012 u
Windows Server 2012 R2.

TpeOoBanuss K mnpeaBapuTeJbHOH IOATOTOBKe: OKOHYaHue Kypca «M10967: OcHoBbl
uHpacTpykTypsl Windows Server 2012y, i S5KBUBAJICHTHAS TIOATOTOBK. «AHTIIMHCKHUH SI3BIK.
VYposens 2. Elementary, 4acTp 2», Wiy 5KBUBAJIEHTHAsI [TOJITOTOBKA.



2. Y4eOHbIi M1aH:
Cpok o0yyenmsi: 60 akageMuyeckux uacoB, B ToM uucie 40 c mpernojaBaresieM
ayUTOPHBIX ).
CamocTrosiTeIbHBIC 3aHATHSA: IpeTycMOTpeHs! (20 yac.).
dopma o0ydeHMsi: O4yHas, O4YHO-3a04Has, 3aouHas. [lo >xemanuto ciymarens Qopma
00y4eHHUsT MOKET ObITh U3MEHEHA W/WITN JIOTOJIHEHA.
Peskum 3aHATHIA: THEBHOM, BEUEPHUI, IPYNIIBI BEIXOHOTO JTHSI.

No Oobmas B toMm uucne CPC
n/m . Tpyaoe ayAUTOPHBIX
HaumenoBanue Mmoyneit vKocTs | Boero | Jexyuii | Ipaxmu
10 IpOrpaMme (axan N
IIaCOB.) 3aHAMULL
1 | Monyns 1. Peanuzauus IPv4 cepBucos. 4 4 2 2 0
2 Mopnyns 2. Peanuzanus paspelieHusl UMEH ¢ 6 4 5 2 )
nomoIiso DNS.
6
3 | Monayns 3. Buenpenue [Pv6 4 2 2 2
6
4 | Monyns 4. Buenpenue u ynpasienue IPAM 4 2 2 2
6
5 | Moaynb 5. Peanuzanusi y1alleHHOTO J0CTYyIa 4 2 2 2
6
6 | Monynb 6. Peanmuzanus ceTeBoii 6€30MacHOCTH 4 2 2 2
6
7 Mopayns 7. Peanuzanus 3aluThl 10CTyIa K 4 ) 5 )
cetu
Mopyns 8. BHeapeHue ceTeBbIX CEpBUCOB IS 6
8 4 2 2 2
¢unmnanon
Monyns 9. Peanuzanus cereBoit
9 | uHppaCTPYKTYpHI VI CITYKO XpaHEHUS 6 4 2 2 2
(haiIoB M TaHHBIX
10 Monyns 10. BHenpeHue u ynpaBieHue CETIMU A ) J ] )
B Hyper-V
Monyns 11. Bupryanuszanus Baieid ceTeBon
11 4 2 1 1 2
UHPPACTPYKTYPbI
Hroro: 60 40 20 20 20
Htorosas arrectanus BrimonHeHue 3a1anus

Jiis  Bcex BHIOB ayAMTOPHBIX 3aHATHUM aKaJAeMHUYEeCKMH Yac yCTaHaBJIMBAETCS
IPOJOKUTEIBHOCTBIO 45 MUHYT.



1. KanennapHblii yueOHblil rpadpuk
Kanennapusiii yueOHbIi rpaduk GopMUPYETCS MPU OCYIIECTBICHUN OOyYCHHUSI B TCUCHHE
BCero KajeHmapHoro roaa. Ilo mepe HaGopa rpymi ciymaTtenei Mo MporpaMMe COCTaBIISETCS
KaJIeHAapHbIN TpaduK, YUUTHIBAIOIINN 00BEMBI JIEKIIMH, TPAKTUKH, CAMOTIOATOTOBKH, BbIE3/bI HA
OOBEKTHI.

Henens 1 ) 3 4 5 6 7 Hroro
o0yueHus 4acoB
H BT cp qT T cO BC

1 Henens 4 4 2 - - - - 10
CPC 1 1 2 - - - - 4

2 "Hexens 4 4 2 - - - - 10
CPC | 1 2 - - - - 4

3 Henens 4 2 2 - - - - 8
CPC 1 1 2 - - - - 4

4 nenens 4 2 2 - - - - 8
CPC 1 1 2 - - - - 4

S Henenst 1 1 2UA - - - - 4
CPC 2 2 0 - - - - 4
Hroro: 23 19 18 - - - - 40/20

2. Pa0oune nporpaMMbl y4eOHBIX PeIMeTOB

Moayas 1. Peanusauus IPv4 cepBucos.

B monyne oO0bsicHsETCS, KaK TUIAaHUPOBATh U BHEPATH IPv4 cepBuUCHI.

» [lnmanupoBanue agpecaruu [Pv4;
» PassepreiBanue DHCP;
*  Vnpasnenus u ycrpanenust Henosagok DHCP.

JlabopaTopnas padora. Peanuzanus IPv4 cepBucos.
Mopnyas 2 . Peanm3zanus pa3pemeHnss iMeH ¢ mnomombio DNS.

B Monyne o0bsacHsAeTcs, Kak pa3BOpaynuBaTh, HACTpauBaTh, YIPABIATH U peliaTh NPoOIeMbl
DNS

» Peamuzanus DNS-cepsepa;

» Hactpoiika 308 B DNS;

» Hacrpoiika uarerpanuu DNS ¢ AD DS;

» Hacrpoiika pacimupeHHbx Bo3moxHocTeir DNS.

JlabopaTopHasi paGora: [InanupoBanue u peainszanus pazpelieHue uMeH ¢ momouisro DNS.
Moayas 3 . Buegpenue IPv6

B Monyne o0bsacHsaeTcs, Kak BHEAPATH [Pv6 1 HacTpanBaTh B3aMMOJENCTBHE B CETAX Ha OCHOBE
IPv6 u IPv4

» 00630p agpecanuu IPv6;




»  Peammsanus Bzaumogeiicteusa IPv6 u IPv4;
» Ilepexon c IPv4 na IPv6.

JlabopaTopnas padora: Hactpoiika TexHonoruu tyHHenuposanus [Pvo ISATAP u 6to4.
Mopnyasb 4 . Buenpenue u ynpasienne IPAM

B Monyne o0bsicHseTCS, KaKk BHEAPATH U HacTpauBaTh KoMrnoHeHTy IPAM B Windows Server
2012

= (O030p [PAM;
» PazpeprteiBanue IPAM;
* Vmpasnenue [P-agpecnoro npoctpanctsa ¢ IPAM;

JlabopaTopHasi padora: Peanuzanus [PAM.
Moayas S . Peaau3auus yaaJaeHHOI0 J0CTyNa

B mopyne o0bsicHsIETCS, KaK BHEAPSITh TEXHOJIOTHH yaaleHHoro Aoctyna B Windows Server
2012

*  O030p TEXHOJOTHH yAaIeHHOTO TOCTYIIA;

= Peanusanus DirectAccess;

* Baenpenwue u ynpasneHue pacmupeHHon nHppacTpykTypoii DirectAccess;
=  Peammzammsa VPN;

» [InanupoBanue HHPPACTPYKTYpPHI YIAICHHOTO TOCTYTIA;

»  Peamuzanus Web Application Proxy.

JlaGopaTopHnas padora: Peanuzanus DirectAccess 1 pacIIMpeHHBIX BO3MOKHOCTEH
DirectAccess.

JlabopaTopHasi padora: Peanuzanus VPN.

JladopaTopnasi padora: Peanmzanus Web Application Proxy.

Moayab 6 . Peanuzauus cereBoi 6e30acHOCTH

B Moxyne oobscHsercs, kakue TexHonoruu B Windows Server 2012 momoratot
MUHHMH3HPOBATH YIPO3BI B CETH

*  VYmpasienue OpanamayspoM Windows ¢ paciupeHHBIMH HACTPOUKAMH,
» Hacrporika [Psec;
= Bueapenne Isolation Zones.

JlaGopaTopHas pa6ora: Peanuzanus cereBoit 6€30MacHOCTH.
Moayas 7 . Peaau3anms 3aliMThI 0CTYNIA K CETH

B Monyne o0bsacHsAeTCs, KaKk pealn30BbIBaTh, HACTpaUBaTh U pemaTth npoodieMbl NAP

» Peanuzanus cepsepa ceteBbix nonuTUK (NPS);

»  O0630p 3amuTsl goctyna k cetu (Network Access Protection NAP);
» Hactpoiika NAP;

» Hacrpoiika [Psec Enforcement nyst NAP;

*  MOHMTOPHHT U yCTpaHeHue HercnpaBHocTeld NAP.

Jla6opaTopnasi pa6ota: Peanuzanus VPN Enforcement aiiss NAP.
JladopaTopnasi padora: Peanuzanus [Psec Enforcement myist NAP.



Moayas 8 . BHegpeHue ceTeBbIX CepBHCOB A5l puiInaaioB

B Monysie 00BsiCHsIeTCs, KaK pealn30BbIBaTh PA3INYHbIC CIICHAPHU CETEBBIX CEPBHCOB B
Windows Server 2012 st punmanos

» Peamuzanus DFS misa dunmanos;
* Peamuzanus BranchCache mis gpumanos.

JlaGopaTopHasi pa6oTa: BHenpeHue ceTeBbIX CEPBUCOB IS (DHITHAIOB.

Moayab 9 . Peanusanus cereBoi HH(PPACTPYKTYPHI AJIA CIYK0 XpaHeHUus1 (paiyioB 1
JAHHBIX

B mMonyne o0bscHSeTCS, KaK Pean30BbIBATh CETEBBIE CEPBUCHI [UIA CIIY>K0 XpaHeHUs (PpaiaoB u
JAHHBIX

» Peamu3zanus ¢aiinoseix cepsucoB Windows Server 2012;
»  Peammzanms iSCSI;
* BHeapeHre KOMIIOHCHTOB MOBBIIICHUS IPOU3BOIUTEILHOCTH CETH.

JlaGopaTopHas pa6ora: Peanuzanus cereBoil ”HPPACTPYKTYpPHI AT CIy*k0 XpaHeHus ¢ailios
Y TaHHBIX.

Mopnyas 10 . Buegpenne n ynpasiaenue cersimu B Hyper-V

B monyne o0bsicHseTCs, KaK BHEAPSTH U YIIPaBIAThH ceTsimu B Hyper-V

» Co3zaHue U UCIONIb30BaHUE BUPTYAIbHBIX KoMMyTaTopoB Hyper-V;
» HacTtpolika paclumpeHHBIX CETEBBIX BO3MOKHOCTEN Hyper-V.

JlabopaTopnasi paGora: Co31aHue M HaCTPOMKa BUPTYAJIbHBIX CETEH.
Moayas 11 . Bupryaau3anus Bauieil cereBOi HHPPaCTPYKTyPhI

B momynie oObsicHsIeTCS, KaK BHEAPSITH M YIIPABISATh BUPTyanu3anuen Gu3ndeckoi ceTeBoi
uHdppactpyktypoit B Windows Server 2012 Windows Server 2012 R2.

»  Peamuzanus Bupryanusanuu Cetu B Hyper-V;
* Vmpasnenue uHppactpykrypoii Bupryamuzamun Cern.

JlabopaTopnas padora: Co3nanue u Hactpoiika Bupryansusix Cereii B Hyper-V.

3. OpraHu3anMOHHO-NEAATOTMYECKHEe YCI0BHA

CoOmonenne TpeOOBaHMIM K KaJpOBBIM YCJIOBUSM peau3alMd JIOMOJHUTEIbHON
po¢eCCHOHATBLHON MPOTPAMMBI:

a) TpernoAaBaTeNbCKU CcOCTaB 00pa3oBaTelIbHON OpraHu3anuM, 00ecreunBaONIMN
o0Opa3oBaTeNbHbII Mpolece, 001afaeT BBICIIUM OOpa30BaHMEM U CTaXEM IMpernojaBaHUs IO
U3yyaeMoil TeMaTuke He MeHee | roja M (WIM) MPaKTUUECKOM paboThl B 00JacTAX 3HAHMM,
IPEyCMOTPEHHBIX MOAYJISIMU NIPOTPAMMBbI, HE MeHee 3 (Tpex) JIeT;

0) oOpazoBaTenabHON OpraHu3anueil Hapsay ¢ TPaAuIMOHHBIMU JIEKIIMOHHO-CEMUHAPCKUMHU
3aHATUSAMH ~ TIPUMEHSIOTCS  COBpEMEHHBbIE J(PQEKTHBHbIE METOJMKH TPETOJaBaHUS  C
IPUMEHEHUEM MHTEPAaKTUBHBIX (hOpM 0OydeHUs, ay TMOBU3YAJIbHBIX CPEJICTB, HHPOPMALIUMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX PECYPCOB M HATJSIIHBIX YYEOHBIX TOCOOUH.



CoOmonenne TpeOOBaHWI K MaTEepPHATBHO-TEXHUYECKOMY U YYCOHO-METOAMYECKOMY
00eCTIeYeHHIO JOTIOTHUTEIBHOM NMPodhecCHOHAIBHON PO paMMBbI:

a) oOpa3oBaTeNbHAs OpPTaHMW3AIMs pacrojiaracT HeOOXOAUMON MaTepruaIbHO-TEXHUUECKON
0a30M, BKJIIOYasi COBpPEMEHHbBIC ayUTOPUH, OMOIHOTEKY, Ay JHOBU3yalIbHbIE CPEACTBA O0YUCHHUS,
MYJIbTUMEAUMHYIO anmnaparypy, OprTeXHUKY, KOMHpPOBAIbHbBIE ammapaTsl. MarepuaibHas 0a3a
COOTBETCTBYET CAHUTAPHBIM U TEXHHUUYECKUM HOpMaM M MpPaBWIaM M 00ECIIEYHBAET NMPOBEICHHE
BCEX BUJOB MPAKTUYECKON M AMCHUUIUIMHAPHOM MOJTOTOBKHU CiIylIaTesied, MpeayCMOTPEHHBIX
y4eOHBIM IIJIAHOM peau3yeMoil JOMOTHUTEIbHON MPo(ecCHOHANBHOM MTPOrpaMMBl.

0) B ciydyae TMpUMEHEHHUS SJEKTPOHHOTO OOYyYEHUSs, MUCTAHIIMOHHBIX 00pa30BaTEIbHBIX
TEXHOJOTHH KaXIbli OOy4arolIuiicss B TeUeHHWE BCEero mepuoaa oOydeHus oOecreunBaeTcs
UHAMBUAYalIbHBIM  HEOTPAHUYEHHBIM  JOCTYIOM K  3JEKTPOHHOM  HH(OPMAIMOHHO-
o0Opa3oBaTeNbHONW Cpelle, COAEpKalleld Bce AIIEKTPOHHBIE 00pa30BaTENIbHBIE PECYPCHI,
MIEPEYUCIICHHbIE B MOAYJISIX JOMOJHUTEIBHON MPO(ECCUOHATBLHON MPOrpaMMBI.

4. ®opMBbI aTTECTALIUNH M OLICHOYHbIE MATEPHAJIbI

OOpa3zoBarenbHasi OpraHu3alMsi HECeT OTBETCTBEHHOCTh 32 KAadyeCTBO MOJATOTOBKH
CIyIIaTeseH U pean3aliio J0MOJHATEIbHON MPodeCcCHOHATBLHOM MTPOrpaMMBbI B TTIOJTHOM 00heMe
B COOTBETCTBHH C Y4EOHBIM IUIAHOM.

OreHka KadyecTBa OCBOCHHS  JIOTIOJHUTEIBHON  MPOGECCHOHATBHOM  MPOrpamMMBbl
ciIylIaTesnei BKIYaeT TEKYIIMA KOHTPOJIb YCIEBAEMOCTH U UTOTOBYIO aTTECTALIUIO.

Konkpetnsie ¢hopMbI U MpoLeaypbl TEKYLIETO KOHTPOJIS YCIIEBAEMOCTH, MPOMEKYTOUHON
aTTeCTallud M WTOTOBOM aTTeCTAllMM CIIyIIaTeNell yCTaHaBIMBAIOTCS 00pa30BaTENbHON
OpraHu3aIKel caMOCTOATEBHO.

TGKyLLII/II\/’I KOHTPOJIb BKJIKOYACT B ce0s IIOCCHUICHUC CEMHHApOB, BBIITOJIHEHUEC
MPAKTHYECKUX/TA00PATOPHBIX 3aIaHNH (€CITH MPEeITyCMOTPEHBI).

CrymarensM, yCIeIHO OCBOMBIIUM JIOTIOTHUTEIBHYIO MPOGECCHOHATBHYIO POTPaMMy H
OPOLIEAIIMM  WUTOTOBYKHO)  aTTECTAallMl0, BBIJACTCS  YAOCTOBEPEHHE O  TOBbIIICHHH
KBAJINPUKALMH.

CnymarensM, He NPOLIEAIIMM HMTONOBOM aTTECTAllMM WJIM TOJYYHMBIIMM Ha WUTOTOBOM
aTTeCTallid HEYAOBJICTBOPUTENIbHbIE pE3yJbTaThl, a TakXKe JHIaM, OCBOMBIIMM 4acTb
JOTIOTHUTEIHHON MPO(heCcCHOHANBEHON MporpaMmbl U (MJIM) OTYUCIEHHBIM U3 00pa30BaTeIbHOM
OpTraHM3alli¥, BBIACTCS CIpaBKa 00 OOYYCHWHM WM O Iepuojie OOydeHHUs 1o oO0pasiy,
CaMOCTOSITENILHO YCTaHABIMBAEMOMY 00pa30BaTEIbHON OpraHU3aIHeH.

Htorosas aTrecranys NpoBOIUTCS MO (OpME TECTUPOBAHMSI B COOTBETCTBUH C YUEOHBIM
IJIaHOM.

Pe3ysbTaThl HTOTOBOI aTTeCTAIMHU CITyIIATENCH B COOTBETCTBUU ¢ (POPMOU MUTOTOBOU
aTTecTallid, YCTAaHOBICHHOW YYEOHBIM IIJJAHOM, BBICTABJISIOTCS IO JBYX OanbHON IKae
(«3auTeHO\HE 3a4TeHO»). Pe3ynbTaThl MTOTOBOM AaTTECTAlMU 3aHOCSATCS B COOTBETCTBYIOIINE
JIOKYMEHTBHI.

5. OueHo4YHbIe MaTEPHAJIbI K HTOTOBOM aTTeCTAlNK

HTorosas aTTecTalusd IIPOBOAUTCA B (bopMe BBITNIOJIHCHUS 3aaHUA.

Pe3ynbraThl UTOrOBOW aTTeCTAlMK CIIyIIATEICH BBICTABISIOTCS IO JIBYX OQJIBHOW IIIKase
(«3auTeHO\HE 3auTeHO»). MToroBas aTTecTalus CUYUTACTCS MPOUIECHHOW («3a4TEHOY»), €CIU
CIIylIaTeshb BBINOJIHUI BCE JAOOpaTOpHbIE pabOThl U HTOTOBOE 3a/laHUE.

IIpumep 3a0anus:

PaSBepTBIBaHI/Ie " YIIpaBJICHUC 06pa3aMH CCPBCPOB

e YcraHoBKa ponu ciryk0bI pa3BepThiBanus Windows (WDS); HacTpoiika u ympaBiieHue
3arpy3Koi, yCTaHOBKOW U 0OHapyXeHHeM 00pa30B; 0OHOBIIEHHE 00Pa30B C IIOMOIILIO



WCTIPaBIICHUH U JpaliBepOB; YCTAHOBKA KOMITOHEHTOB JIJIsl aBTOHOMHBIX 00pa30B; HACTPOUKa
rpyni U NAaKeTOB JIpaiiBEpoB

BHenpeHune ynpasieHns UCIIPaBICHUSIMHI

e VYcraHoBKa U HacTpoiika ponu ciyx0 ooHoBienuss Windows Server (WSUS), Hactpoiika
IPYIIOBBIX TOJIUTUK JJIsi OOHOBJICHUH, HACTPOWKA MPUCOSAUHEHHSI KITUSHTA K 1IEeJIeBOM
rpymne, HacTpoiika cuaxponuzauuu WSUS, Hactpoiika rpynn WSUS, ynpasienue
HCTIPaBJICHUSIMH B CMEIIIAHHBIX Cpesiax

MOHUTOPHUHT CEPBEPOB

e Hactpoiika HabopoB coopmukoB ganubix (DCS), HacTpoiika ormoBeneHnii, MOHUTOPUHT
IPOU3BOIUTEIBHOCTH B peallbHOM BPEMEHH, MOHUTOPUHT BHPTYaIbHEIX MauH (BM),
MOHHUTOPHHT COOBITHH, HACTPOMKA TOAIMUCOK Ha COOBITHSI, HACTPOWKA CETEBOr0 MOHHUTOPHHTA,
MOHUTOPHHT MTPOU3BOIUTEILHOCTH PACITUCAHUS

Hactpoiika pacnpeznenenHnoii ¢aitnosoit cuctemsl (DFS)

e VYcTaHOBKa U HacTpoiika npoctpaHcTB uMeH DFS, HacTpolika MecT Ha3HauUEHUs s
pemukanuu DFS, HacTpolika pacnivcaHus pelIiKaluuy, HacTPOMKa IapaMeTpoB yI1aJIeHHOTO
Pa3HOCTHOIO CKaTHsl; HACTPOMKA TPOMEKYTOUYHOIO XPAHEHUsI, HACTPOUKA
0TKa30yCTOWYMBOCTH, KIIOHUpOBaHue 0a3bl nanubix DFS, BocctanoBnenue 6a3 nanabix DFS,
ontuMuzanus perukanuu DFS

Hactpoiika File Server Resource Manager (FSRM; [lucnieruep pecypcoB ¢aitioBoro cepsepa)

e VYcranoBka ciryx0bl pon FSRM, HacTpoiika KBOT, HaCTpoiiKka (GUIBTPOB OJIOKUPOBKU
¢aitnoB, HacTpoliKa OTUETOB, HACTPOIiKa 3a7a4 ynpaBieHus painamu

Hacrpotika mmdpoBanus (paiiioB u AUCKOB

o Hactpoiika mudposanus Bitlocker; HacTpoiika ¢pyHKIMH ceTeBOM pa30I0KUPOBKH; HACTPOHKa
nonuTHK Bitlocker; Hactpoiika arenTta BocctanoBnenust EFS; ynpasnenue ceprudukaramu
EFS u Bitlocker, Bxirrouast apxuBaIyro ¥ BOCCTAHOBJICHHE

HacTpoiika NOIUTHK pacIIMPEHHOrO ayJuTa

e Baenpenune ayauta ¢ moMomipro rpymnmnoBoi noautuku u AuditPol.exe, co3manue moauTHK
ayJiTa, OCHOBAaHHBIX HA BBIPAKCHUSX, CO3/JAaHHE TIOJIMUTUK ayJUTa sl CheMHBIX YCTPOWUCTB

e Hacrpoiika 300 DNS

e Hacrtpoiika OCHOBHBIX U JIOMOJHUTENBHBIX 30H, HACTPOIKa 30H-3arIyIIeK, HACTPOilka
30H C YCIIOBHOM MEPECHUIKOM, HACTPOWKA 30HBI U XPAaHUIHIIIA C YCIIOBHOM
nepecbuikoit B Active Directory, HacTpoiika eJerupoBaHus 30H, HACTPOIKa
napameTpoB Mepeiavun 30H, HACTPOWKa MapaMeTPOB YBEIOMIICHUS

e Hactpoiika DNS-3anuceit

o Cosnanue HacTpoiika 3anuceit pecypcoB (RR) DNS, Bxmrouas 3anucu A, AAAA,
PTR, SOA, NS, SRV, CNAME u MX; nactpoiika O4UCTKH 30H; HACTPOUKA
napameTpoB 3anucei, Bkiatouas cpok xxu3Hu (TTL) u Bec; HacTpoiika IUKIMYECKOTO
o0ciyXKMBaHUs; HACTPOHKA O€30MaCHBIX AJMHAMUYECKUX OOHOBICHUN

e Hacrpoiika BupTyanbpaoi yacTHoi cety (VPN) u mapuipytuzanuu

e VYcTaHOBKa M HACTPOWKa POJIH yJaJIEHHOTO 10CTYIIa, BHEAPEHHUE IPE0Opa3oBaHUs
cereBbIx aznpecoB (NAT), HacTpoiika napamerpoB VPN, HacTpoiika mapamMeTpoB



YIAJIEHHOTO JOCTyTa JJIs OJIb30BATENIE, HACTPOMKA MapIIpPyTH3AllUH, HACTPOUKA
NPOKCH-CEpBEpa BEO-TIPUIIOKEHUS B CKBOSHOM PEKUME

HacTpoiika DirectAccess

e Peanusanus TpeOoBaHMIA K cCepBEpY, BHEAPEHHE KOHPUTYpALIUU KIIMEHTA, HACTPOMKA
DNS nmns Direct Access, HacTpoiika ceptudukaron s Direct Access

Hactpoiika cepBepa ceTeBbIX MOJUTHK

¢ Hacrpoiika cepepa RADIUS, Bxitouas npokcu-cepsep RADIUS; HacTpoiika
kinueHToB RADIUS; nactpoiika ma6monoB NPS; nactpoiika yueta RADIUS;
HaCTpoOiKa cepTu(huKaToB

Hactpoiika noauruxk NPS

e Hactpoiika NoaMTHK 3apOCOB Ha MOJKIOYEHHE, HACTPOMKA CETEBBIX MOIUTHK JIJIS
kiueHToB VPN (MHOrokaHaibHOE MOJKIOYEHNUE U paclpeesIeHue POy CKHON
cnocobnoctH, [P-punbtpsl, mudpposanue, [P-agpecanust), *MOOPT U SKCIOPT
nonutuk NPS

Hacrpoiika 3ammtsl noctyna k cetu (NAP)

o Hactpoiika cpencts npoepku padotocnocoonoctu cuctemsl (SHV), HacTpoiika
HOJUTUK PabOTOCIIOCOOHOCTH, HACTPOHKA MPUHYAUTEIBHOM 3aIIUTHI JOCTYIA K CETH
¢ nomoisio DHCP u VPN, HacTpoiika u30ms1uu 1 UICIIPaBIICHUS HE
COOTBETCTBYIOIIMX MOJUTHKAM KoMIbI0TepoB ¢ omotsio DHCP u VPN, nactpoiika
napaMeTpoB kiueHTa NAP

HacTtpoiika mpoBepK# MOATUHHOCTH CITYKO

o Co3nanue u HacTpoilka y4eTHBIX 3allUCEH CIIyK0, CO3/laHNE U HACTPOMKA IPYyNIIOBBIX
yIpaBJIIEMBIX YUETHBIX 3allUCEH CIIy:k0, HacTpolika neneruposanus Kerberos,
ynpaBjieHHe UMeHaMu cyObekToB cityx0 (SPN), HacTpoiika BUPTYalbHBIX YUETHBIX
3anucen

Hacrpoiika KOHTpOJIJIEpOB JOMEHA

o Ilepemaua m 3axBaT poJel X034€B ONEPAIUI, YCTAHOBKA U HACTPOIKAa KOHTPOJIIEpa
nomeHa Toabko Uit yteHust (RODC), HacTpoiika KI1OHUpOBaHUS KOHTpoOJUIepa
JOMEHa

Ob6cnyxuBanue Active Directory

o Apxusanus Active Directory u SYSVOL, ynpasnenue Active Directory B
aBTOHOMHOM PEeXHMe, ONTUMHU3aLus 0a3bl JaHHBIX Active Directory, ouncrka
MeTaJJaHHbIX, HACTpOHKa CHUMKOB Active Directory, BEIIIOJTHEHHE BOCCTAaHOBJICHUS
Ha ypOoBHE 00BEKTOB M HAa YPOBHE KOHTEHHEPOB, BHIMOJIHEHNE BOCCTAHOBJICHHUS
Active Directory, HacTpoiika U BOCCTAaHOBIJIEHHE OOBEKTOB C TIOMOIIBIO KOP3UHBI
Active Directory

HacTtpolika moNMUTHK YYETHBIX 3aluceil

e Hacrpoiika napaMeTpoB MOJUTHKH MApOJIeH MMoJIb30BaTeNeH 11 TOMEHA 1
JIOKaJIbHOM cpejibl, HaCTpoiika U MpuMeHeHHe 00beKTOB napameTpoB napodeit (PSO),
JIeJIeTUpOBaHKUE YIIPaBIEHUS MapaMeTpaMu MapoJiei, HacTpoiKa mapaMeTpoB
MOJIUTUKY OJIOKUPOBKH yUETHOW 3aIMCH, HACTPOHKa mapaMeTpoB monutuku Kerberos

Hacrpoiika 00paboTKu rpyImnoBbIX MOJIUTUK



HacTpoiika ouepenHocT 00pabOTKH, HACTPOIKa OJOKMPOBKH HACIICIOBAHUS,
HACTPOMKa MPUHYAUTENBHBIX MTOJUTHK, HACTPOHKA QHIBTPOB OE30MIaCHOCTH U
¢unpTpanuu nactpymentapus Windows (WMI), HacTpoiika 00pab0TKH 3aMbIKaHUS
Ha ce0s1, HacTpoiiKa U yrpaBiieHHe 00padOTKOM MEIJICHHBIX KaHAJaMU CBSI3U U
KAIIMPOBAHUEM TPYIIOBBIX TOJIUTUK, HACTPOMKA MOBECHHS KIMEHTCKOTO
pacmupenus (CSE), npuryauTensHoe 0OHOBJIEHNE TPYIIIIOBBIX TOJTUTHK

¢ Hactpoiika napameTpoB rpynmnoBoi NOJIUTUKHU

Hactpoiika mapameTpoB, BKIH0Yas IapaMeTpbl yCTAHOBKU IIPOrPaMMHOIO
o0ecrieyeHus, MepeHanpaBIeHUs Aok, CHEHAPHEB U aIMUHUCTPUPOBAHUS
11a0JI0HOB; UMITOPT MIa0JI0HOB 0€30MaCHOCTH; UMITOPT (haiiia HaCTPauBaeMOTO
nrabI0Ha aIMIHUCTPUPOBAHHUS, HACTPOIKA (PHIBTPOB CBOMCTB ISl MAOIOHOB
aJIMUHUCTPUPOBAHUS

e VYmpasnenue o0bekTamu rpynmnoBoi nomutuku (GPO)

ApxuBanus, UMIOPT, KONUPOBaHUE U BoccTaHOBIeHHE 00bekToB GPO; coznanue n
HACTpOiiKa TaOIMIIbI MUTpaluK; cOpoc ¢ BoccTanoBieHueM o0bekToB GPO mno
YMOJIYAHHUIO; JEJIETUPOBAaHKUE YIIPABICHUS IPYIIIIOBON NOJUTHKON

o Hactpoiika npeanourenuii rpynmnoBoit nonutuku (GPP)

Hactpoiika mapametpoB GPP, BkiTto4ast mpuHTEPHI, 0TOOPAKEHUS CETEBBIX IUCKOB,
napaMeTpsl IUTAHUS, HACTPaUBaeMbI€ ITapaMETPhl PEECTpa, MApaMETPhI TaHEIH
ynpasieHus, napamerpsl Internet Explorer, pazBepToiBanue (aiiyioB u maroxk,
pa3BepThIBaHUE SIPIIBIKOB; HACTPOIIKAa KOHEUHBIX OOBEKTOB HAa YPOBHE JIEMEHTA



